This Contract is made on <date> between Xyz pvt ltd (XYZ PVT LTD) whose registered office is at 17 Kasturba Gandhi Marg, New Delhi 110001 and M/s. < >, whose business address is <>.
XYZ PVT LTD is a subsidiary of Xyz pvt ltd (XYZ PVT LTD) and as per the guidelines all contracted parties of XYZ PVT LTD shall comply to both XYZ PVT LTD and XYZ PVT LTD policies as amended time to time.
1 Definition
1.1 'Contract' will mean the agreement between the XYZ PVT LTD and the Contractor for the execution of the Service (as defined at 1.4 below). It includes all documents to which reference may properly be made in order to ascertain the rights and obligations of the parties.

1.2 'Contractor' will mean the person, firm or company identified in the Contract as responsible for carrying out the Service and will include the Contractor's personal representatives, successors and permitted assigns.

1.3 'Contract Price' will mean that sum so named in the Contract or the sum to be ascertained from the rates and prices contained in the Contract together with any additions thereto or deductions there from agreed in writing under the Contract.

1.4 'Service' will mean the services to be provided in accordance with Annexure attached.
1.5 'Premises' will mean that place or places where the Service will be carried out. 

1.6 'Supervising Officer' will mean the person for the time being or from time to time duly appointed by the XYZ PVT LTD and notified in writing to the Contractor, to act as the XYZ PVT LTD representative for the purpose of the Contract, or in default of such notification, the Xyz pvt ltd
1.7 'Month' will mean a calendar month; 'Monthly' will be construed accordingly. 'Quarter' will mean three months. 'Year' will mean a calendar year.
2 Duration
2.1 This Contract will take effect for <no of years> Years unless it is prematurely terminated in accordance with the provisions of clauses 11.1 and11.2 below.
3 Skill and care
3.1 The Contractor undertakes to use all reasonable skill, care and diligence in the provision of the services which are specified in Annex A.
4 Access to the premises (if relevant)
4.1 Subject to Sub-Clause 4.2 below, the XYZ PVT LTD will provide to the Contractor such access to the premises as is necessary for the Contractor to perform the Service.
4.2 Provided always that the Supervising Officer will have the right to refuse admittance to, or order the removal from, the premises of any person employed by or acting on behalf of the Contractor who, in the opinion of the Supervising Officer (which will be final) is not a fit and proper person to be on the premises.

4.3 Action taken under Sub-Clause 4.2 will forthwith be confirmed in writing to the Contractor by the Supervising Officer and will not relieve the Contractor of its obligations under the Contract.

4.4  Personal mobile phones and laptops are not permitted in the office. 
4.5 No recordable device is allowed until approved by authorities of XYZ PVT LTD.

4.6  Approval should be sought before taking any printout outside XYZ PVT LTD premises.

5 Materials and equipment
5.1 The Contractor is responsible for providing all equipment and materials necessary for the provision of services. Any materials provided will be of an appropriate standard and suitable for their purpose.
6 Interference
6.1 The Contractor shall take reasonable care to ensure that, in the execution of the Contract, it does not unnecessarily interfere with the operations of the XYZ PVT LTD, its employees or any other contractor employed by XYZ PVT LTD.
7 Variation
7.1 This Contract may be varied by advance agreement in writing between the parties.
8 Assignment
8.1 The Contractor shall not, without the prior written agreement of the Xyz pvt ltd, assign or transfer, or cause to be assigned or transferred, this engagement or any part, share or interest therein to any third party.
9 Liability, indemnity and insurance
9.1 Except to the extent required by law, the XYZ PVT LTD will have no liability for any loss or injury (including death) or damage whatsoever caused or suffered by the Contractor, its servants, agents or sub-contractors arising out of or in connection with this Contract. In addition the Contractor hereby undertakes to indemnify the XYZ PVT LTD in respect of any claims of whatever kind made against the latter which arise from any negligent performance of its duties under this Contract or from any wilful misconduct by it, its servants, agents or sub-contractors.

9.2 The Contractor therefore agrees to take out and maintain adequate insurance cover to meet its obligations under the preceding clause. It will provide the XYZ PVT LTD with evidence of this cover before signing this Contract.

9.3 It is the intention of the parties to this Contract that it represents a contract for services. Accordingly, any fees paid under this Contract are the Contractor's business income; the Contractor will be responsible for including such fees in the accounts of their business and for paying any tax and national insurance which may which may be due thereon.
10 Equal Opportunity & Diversity
10.1 Without limiting the generality of any other provision of this agreement, the contractor must not unlawfully discriminate and is expected to take all reasonable steps to ensure that their personnel do not unlawfully discriminate against, or harass or victimise any person( directly or indirectly) on the grounds of their
a) Race or racial groups (including caste, colour , nationality, ethnic or national origin)

b) Sex ( including marital status, gender reassignments, pregnancy, maternity and paternity )

c) Sexual orientation

d) Religion or belief

e) Age

f) Disability  
11 Payment and invoicing
11.1 The XYZ PVT LTD will pay to the Contractor a transaction fees as described in ANNEX A in the proposal tendered by the contractor. There would be an additional charge towards contract tax (if any) & service tax on this amount. This payment would be paid as per details provided in the contractor’s service proposal on submission of an invoice by the contractor. 
11.2 Where tax is applicable the contractor is responsible for all the necessary entries thereon to make it a valid invoice for tax purposes. The XYZ PVT LTD is not responsible or liable for any payments or taxes for the contractor.
12 Termination
12.1 If for any reason either party wishes to terminate this Contract prematurely it may do so by giving not less than one month written notice.
12.2 In addition the XYZ PVT LTD may terminate this Contract with immediate effect in the event of the Contractor becoming bankrupt or insolvent. For the avoidance of doubt this includes: 

12.2.1Making a composition or arrangement with creditors; or

12.2.2 Having a proposal approved in accordance with the Insolvency Act 1920 for a voluntary arrangement for a composition of debts or scheme of arrangement; or

12.2.3
Having an application made under the Insolvency Act, 1920 to the court for the appointment of an administrator or receiver or manager of the business or undertaking; or 

12.2.4
Having appointed an administrative receiver as defined in the provision Insolvency Act 1920. The preceding clause is subject to the provision that this engagement may be reinstated and continued if the XYZ PVT LTD and the Contractor, its administrator, trustee in bankruptcy, receiver or manager, as the case may be, so agree.

12.3 Upon termination the XYZ PVT LTD reserves the right to recover any sums which are owing to it from the Contractor.
12.4 On termination of this Agreement for any reason, the contractor shall cease to use any personal data transferred to, or collected by it under this Agreement and shall arrange for the prompt and safe return of all personal data belonging to the Xyz pvt ltd/ XYZ PVT LTD together with all copies of such personal data in its possession or control, in accordance with the Xyz pvt ltd’s security requirements and in a format and medium agreed with the Xyz pvt ltd/ XYZ PVT LTD. Or, at the Xyz pvt ltd’s/XYZ PVT LTD request, the contractor shall destroy all such information using a secure and certificated method which ensures that it cannot be accessed by any third party and shall issue the Xyz pvt ltd /XYZ PVT LTD with a certificate of secure disposal. (Refer schedule-1 for more details)
13 Force majeure
13.1 If the performance of this Contract is delayed, hindered or prevented or is otherwise frustrated by reason of force majeure which will mean any event beyond the control of the party affected, then the party so affected will promptly notify the other in writing.

13.2 Upon acceptance in writing by the other party of the existence of any such event, or if the other party has failed to respond within ten working days, the obligations of both parties will cease or shall be suspended for an appropriate period of time to be arranged between the parties.
14 Statutory and other regulations
14.1 The Contractor will in all matters arising in the performance of the Contract conform with all Statutes, laws, orders, regulations and bye-laws made with statutory authority by Government Departments or by local or other authorities that will be applicable to the contract. The Contractor will also observe through its staff and work people any rules applicable to the Premises. The XYZ PVT LTD will on request afford all reasonable assistance to the Contractor in obtaining information as to local conditions. The Contractor will not in the performance of the Contract in any manner endanger the safety or unlawfully interfere with the convenience of the public. 

14.2 If the Contractor does not fulfil its obligations under the preceding clause and the XYZ PVT LTD thereby incurs costs to which it would not otherwise be liable due to any law or any order, regulation or bye-law having the force of the law, the amount of such costs shall be reimbursed by the Contractor to the Xyz pvt ltd.

15 Waiver
15.1 No delay, neglect or forbearance on the part of either party in enforcing against the other party any term or condition of the Contract will either be or be deemed to be a waiver or in any way prejudice any right to that party under the Contract.
16 Confidentiality
16.1 The Contractor undertakes (as described in annexure B) that during and after the termination of this Contract, no disclosure to any third party of any information arising from it will be made (other than in the proper performance of duties), except by prior written agreement with the Xyz pvt ltd
16.2 Data processing and protection of records – contractor to follow data processing and prevention of records as detailed in Annexure C.
17 Dissatisfaction
17.1 If for any reason the XYZ PVT LTD is dissatisfied with any aspect of the services provided under this Contract, it may withhold an appropriate sum of money. In this event the XYZ PVT LTD will notify the Contractor, in order to identify the particular work with which it is dissatisfied together with the reasons for its dissatisfaction.
18 Taxes
18.1 The Contractor is responsible for any or all taxes pertaining to provision of the Services in the XYZ PVT LTD Premises.

19 Disputes
19.1 Should the Contractor and the XYZ PVT LTD be in dispute on the meaning or interpretation of any of the terms of this Contract, including a failure to agree on an event of force majeure under clause 12 the matter will be referred to an arbitrator to be appointed by the XYZ PVT LTD, The arbitration will be in accordance with the Arbitration and Conciliation Act, 1996 or any subsequent legislation (suitable amendment, and the decision of the arbitrator will be final and binding on both parties.
  20 Law
20.1 Unless otherwise agreed in writing between the parties, the Contract will be subject to and construed and interpreted in accordance with the law of India and is subject to the jurisdiction of the Courts of India.
21 Environmental Policy
    The contractor, his sub contractors and their personnel shall be aware of and comply with both in letter and spirit the Employers Environmental Policy. This will include the relevant portions of the Contractors own Environmental Policy and procedures demonstrating an ongoing commitment to improved environmental performance for the lifetime of the contract ensuring its onsite personnel attend to training sessions related to Environmental Policy and fully participate in the management and maintenance of Employers Environmental Management System.
Annexure A
Annexure B
Dated

[​_______                      __   ]
Non-disclosure agreement

Between

The xyz pvt ltd Management Services PRIVATE LIMITED 

And

    [__________                                           __________________]
THIS AGREEMENT is dated   <>


day of    <>            

<Year>
BETWEEN 

(1) The XYZ PVT LTD Management Services Private Limited a body incorporated under the Indian Companies Act, 1956 having its registered office at 17 KG Marg, New Delhi – 110001 (“XYZ PVT LTD”).

(2) [(Name)                                           ]  of 

[(address)___________________________________________                                                                                                            

____________________________________________________.]
WHEREAS:

The XYZ PVT LTD wishes to ensure that Confidential Information so disclosed to you remains confidential in accordance with the terms of this Agreement. 

IT IS AGREED AS FOLLOWS:

1. Definitions

1.1
Agreement:  this agreement and any schedules attached hereto.
Confidential Information: shall mean all information (whether recorded or not and if recorded howsoever recorded)  relating to all or any part of XYZ PVT LTD business, property, assets, activities, products, services, financial affairs, management, administration, customers or clients of the XYZ PVT LTD,  which is not publicly available including, but not limited to, any information specifically designated by the XYZ PVT LTD as confidential; any information supplied to the XYZ PVT LTD by any third party in relation to which a duty of confidentiality is owed or arises; and any other information which should otherwise be reasonably regarded as possessing a quality of confidence or as having commercial value in relation to the business of the XYZ PVT LTD and including specifically the items of information specified in the Schedule.

Objective: performance of the job duties and functions for the XYZ PVT LTD, subject to a separate agreement. 

2. Your obligations
2.1 
You hereby undertake to respect and preserve the confidentiality of the XYZ PVT LTD Confidential Information subject to clause 0 below.  You shall be bound by this agreement and shall not without the prior written consent of the XYZ PVT LTD:

a) Communicate, or otherwise make available, the Confidential Information to any third party;

    or

b) Use Confidential Information for any commercial, industrial or other purpose whatsoever

    other than the Objective; or  

c) Copy, adapt, or otherwise reproduce the Confidential Information save as strictly necessary

    for the purposes of the Objective.

2.2
You may disclose the XYZ PVT LTD Information or any part thereof, with the prior consent of the XYZ PVT LTD, to any authorised individual who needs access to the Confidential Information in connection with the Objective.  In such an event You Consultant agree to ensure, prior to such disclosure, that the authorised individual in question is made aware of the confidential nature of the information disclosed and understands that he/she is bound by conditions of secrecy no less strict than those set out here. You agree to monitor the use of Confidential Information by these authorised individuals and to enforce their obligations of confidence.  

2.3
The obligations contained in this clause 2 shall not apply or shall cease to apply to such part of the Confidential Information as you can show to the reasonable satisfaction of the XYZ PVT LTD:

a) 
has become public knowledge other than through your fault or an employee or director of the XYZ PVT LTD to whom it has been disclosed in accordance with clause 2.2 above; or

b) 
was already known to you prior to disclosure to it by the XYZ PVT LTD; or

c) 
Has been received from a third party who neither acquired it in confidence from the XYZ PVT LTD, nor owed the XYZ PVT LTD a duty of confidence in respect of it.

d) 
Is required to be disclosed pursuant to a legal obligation.
2.4
At the XYZ PVT LTD request you shall immediately return to the XYZ PVT LTD all Confidential Information which you have received pursuant to this or any other Agreement with the XYZ PVT LTD and which may still be in your possession, including any copies made, and make no further use or disclosure of any of the Confidential Information.  As an alternative to the return of material contemplated above, you shall, at the insistence of the XYZ PVT LTD; destroy such material and furnish to the XYZ PVT LTD a written statement to the effect that such material has been destroyed. 

2.5
You acknowledge that the unauthorised disclosure of Confidential Information to a third party may cause irreparable loss, harm and damage to the XYZ PVT LTD and accordingly, You shall indemnify the XYZ PVT LTD and hold harmless against any loss, action, expense, claim, harm or damage, of whatever nature that may be suffered or sustained by the XYZ PVT LTD pursuant to a breach by you of the provisions of this Agreement. 

2.6
The confidentiality obligations contained in this Agreement shall remain in full force and effect notwithstanding the conclusion or otherwise termination of this Agreement and/or any other Agreement with the XYZ PVT LTD relating to the Objective. 

3. Intellectual property

3.1
For the avoidance of doubt, the XYZ PVT LTD shall retain all intellectual property rights in any information disclosed to you. Nothing in this Agreement shall assign any rights to you in any material disclosed to you. 

4. Notification of disclosure

4.1
You shall notify the XYZ PVT LTD upon discovery of any loss or unauthorised disclosure of Confidential Information. 

5. No reproduction 

5.1
Confidential Information shall not be reproduced in any form except as required to accomplish the Objective. Any reproduction of any Confidential Information shall remain the property of the XYZ PVT LTD and shall contain any and all confidential or proprietary notices or legends which appear on the original, unless otherwise authorised by the XYZ PVT LTD. 

6. Remedies: 

6.1
You agree that any breach or threatened breach by you of its undertakings and obligations under this Agreement will cause irreparable injury to XYZ PVT LTD and monetary damages alone would not be an adequate remedy for such breach or threatened breach. Accordingly, in addition to such damages and any other remedies that may be available, in law, in equity or otherwise, XYZ PVT LTD shall be entitled to seek temporary and permanent injunctive relief against any threatened breach or the continuation of any breach and costs and expenses relating to the enforcement of any breach or threatened breach of this Agreement.

7. Duration:
7.1
Your obligation under this agreement shall be continuous and shall not lapse until 1 year after the conclusion of this Agreement.

8. No variation:
8.1
No variation of this agreement shall be effective unless it is in writing and signed by, or on behalf of, all parties.

9. No assignment
9.1
Neither Party will assign or transfer any rights or obligations under this Agreement without the prior written consent of the other Party 

10. Severability
10.1
If any part, term or provision of this Agreement shall be held void, illegal unenforceable, or in conflict with any law having jurisdiction over this Agreement, the validity of the remaining portions or provisions shall not be affected thereby.

11. Jurisdiction
11.1    This Agreement and any issues or disputes arising out of or in connection with (whether contractual or non-contractual in nature) shall be governed by and construed in accordance with Indian law.  The Delhi Courts will have the exclusive jurisdiction.

             In witness where of the Parties hereto have caused this agreement to be executed. 
Annexure C
1. The contractor shall comply with the Data Protection Act and all equivalent laws in the Territory.

2. The contractor acknowledges that it holds Public Records and shall comply with the Public Records Act unless laws applicable to the Territory provide otherwise.

3. Contractor shall promptly comply with any request from the Xyz pvt ltd requiring it to amend, transfer or delete the personal data. For the avoidance of doubt the contractor shall not alter, amend, transfer, delete or otherwise process the personal data, unless this has been requested or approved by the XYZ PVT LTD.
4. Implement appropriate technical and organisational measures and take all steps necessary to protect the personal data against unauthorised or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure.(refer Schedule-2 for more details)
5. If requested by XYZ PVT LTD (and within the timescales required by the Xyz pvt ltd) supply details of the technical and organisational systems in place to safeguard the security of the personal data held and to prevent unauthorised access.
6. Provide the XYZ PVT LTD with full co-operation and assistance in relation to any complaint or request made either by XYZ PVT LTD employee or Xyz pvt ltd Customer.
7. The contractor shall comply with the Xyz pvt ltd’s records retention policy as amended from time to time.
8. The contractor shall retain all records in a manner which complies in full with all policies, guidance and instructions on retention and destruction of records issued by the Xyz pvt ltd from time to time.   
9. The XYZ PVT LTD is entitled to inspect or appoint representatives to inspect all facilities, equipment, documents and electronic data relating to the processing of information by the contractor

Schedule 1 Form for notification of purposes 

Data Controller  XYZ PVT LTD Management Service Pvt. Ltd.


Data Processor  <Contractror>

Data Subjects 

Data subjects include (but not limited to) all existing, prospective and past: 

· Employees of XYZ PVT LTD Management Service Pvt. Ltd.

Categories of data:

The Personal Data transferred concern the following categories of data:

· Names including First name, Middle name and Last Name and any other previous names.

· Email address 

· Computer number 

· Age and Date of Birth

· Current and Previous Addresses

· Bank account number, Debit or Credit card number, Bank Name 

· National Insurance (NI) number or any other social security number

· Passwords and access codes

· Answers to identification questions e.g. Mother’s maiden name, first school etc.

· Details of payments made or received, Salary details, date of payment etc.

· Details of any credit information (Sums owed, debts, remuneration, pension fund details etc.)

· Employee information and grades

· Passport Number

· Tax information

· Potential access to all personal data held on XYZ PVT LTD systems and drives. 
· Employee salary and salary break-up
· Any document related to reimbursements

Special categories of data such as sensitive personal data: 

      Potential access to all personal data including sensitive personal data
Direct access or potential access to the above mentioned sensitive data /personal information held either on XYZ PVT LTD systems or with the contracted party shall comply with XYZ PVT LTD or XYZ PVT LTD data protection and information security policies.
This applies to both electronic as well as hard copies of data.

Processing operations: 

The Personal Data transferred shall be subject to the following basic processing activities:

1. Processing operations required to provide IT related support services 

2. Receiving personal data in the form of electronic records including emails, paper records, or any other media

3. Storage of personal data in a secure location.
4. Transferring personal data into a different medium e.g. recording the forms into SAP system

5. Retrieval of data including downloading the information from systems which hold personal data

6. Using the data for making payments or receiving funds e.g. bank details

7. Using the data for credit reference checks

8. Modification, alteration or formatting of data to make it fit for use

9. Retrieval, transmission or submission of data at the request of Data controller

10. Archiving of old data

11. Destruction of data as per applicable laws

Confidentiality of personal data if required to be transferred under above mentioned situations shall require approval from XYZ PVT LTD authorities and appropriate actions shall be taken to ensure security of data/personal information as specified in clause 16 of the contract.
Schedule 2   Security measures

The XYZ PVT LTD Management Service Pvt. Ltd. may amend this security schedule from time to time in accordance with its business and operational requirements. 
<Contractor>shall assess exposure to Information Risk on a regular basis and in any event at least quarterly.

In the event of any breach of this agreement or breach of legislation, such breaches shall be investigated by XYZ PVT LTD Management Service Pvt. Ltd. contact nominated by the appointed person.

<Contractor> will ensure the security of all data processing activities and will encrypt all transfers of personal data. For the purposes of this Agreement “encryption” means that data is encrypted to the Advance Encryption Standard (AES) with a 256 bit key or equivalent standard (e.g. PGP Encryption) as a minimum.  

The contractor shall ensure that the following measures are adopted and implemented prior to commencement of operations:

Control of USB devices  

·  Access controls on use and access to all USB ports, CD & DVD drives. 

· In the event that access to USB and/or CD-DVD ports is required, authorisation must be sought from functional heads 

· Requests for access must be logged, together with justification of why access was granted or denied. Authorisation must be assessed on a case by case basis according to business need. 

· All USB drives approved for usage must comply with the agreed encryption standards hereunder. 
Printing and secure document management  

· ‘Print screen’ functionality to be disabled from all workstations 

· Paper control policy is in place; Printing to be on approved coloured paper only 

· Offices are required to have a minimum of two shredders, which meet recognised approved standards for secure document disposal. 

· Staff must be aware of the requirements to dispose of paperwork securely. 

· A clear desk policy must be introduced to ensure that no paperwork is left on desks overnight or at the end of shift. 

Acceptable usage of resources 

· Generate a list of all web-based applications and software which require access, produce a corresponding list of roles which require usage of the above.

· Implementation of an Acceptable Usage Policy  covering

· Restriction on internet use for business purposes only

· Prohibition on the  use of personal email and social networking sites 

· Restriction on the use of laptops and official mobile phones for business purposes only

Mobile phones and laptops 

· Serial numbers for all laptops taken in an out of the <contractor address> must be logged by security.

· Personal mobile phones are not permitted in the office 

· Office mobile phones to be issued to select personal for business purposes only, mobile phones will be issued by functional heads subsequent to approval 

· Staff made aware of the restrictions on use of mobile phone and laptops via clear policy on acceptable use

Bags and personal items 

· In the interim period prior to installation of a bag scanner/ MDA, the subsidiary must ensure that its security staff are briefed to provide additional security for entry and exit procedures such as bag searches and the use of wands for all people entering or exiting the <contractor address>.  

· Bags will be permitted inside the office, subject to search on entry and exit to the building by security personnel. 

· Staff made aware of the security measures in place concerning search upon entry and exit from the building.  

Schedule 3 Other requirements 

· Baseline security checks for all staff and temporary workers 

· Non disclosure agreements for all staff and temporary workers 

· Adequate and up-to-date training in accordance with the requirements. 

--------------------------------------------------------------------------------------------------------------------------------------------

Stamped and Signed by both the parties
                                               Date: <>
______________________________                                                   ____________________________
Ravi – Managing Director                                                           <Vendor Representative>

For and on behalf of the                                                                        For and on behalf of the 

XYZ  < Company name>
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